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WestSpring Security & Cyber Solutions  

WestSpring works with a number of specialist cyber partners to provide practical cyber security services for our 

clients.  

Our IT Support service ensures the day to day health & performance of your IT Infrastructure. Our Security & 

Cyber Solutions layer onto this foundation to move beyond reactive fixes to proactive and targeted defence. This 

integrated approach provides enhanced visibility, user training and accountability, and resilient data recovery. 

Our simple position is this:  

• these services are designed to reduce cyber risk, improve visibility, support better decisions, and help 

with recovery where possible 

• they do not remove all risk, and they do not guarantee that a cyber incident, data loss, phishing attack, 

compromise, outage or business interruption will never happen. 

Your contract schedule will confirm which package and services you have bought. These terms are here to keep 

things simple: what we will do, what you need to do, what is included, what is not included, and where 

responsibility sits. 

 

Simply put: what WestSpring is responsible for 

• Providing or coordinating the cyber services listed in your agreed contract schedule 

• Working with our specialist cyber partners where part of the service is delivered by them 

• Setting up, configuring and monitoring the services that are included in your package 

• Providing alerts, reports, recommendations and advice where these form part of the agreed service 

• Explaining any recommended remediation or improvement work in clear language so you can make an 

informed decision 

 

Simply put: what the Client is responsible for 

• Providing accurate information about users, devices, domains, Microsoft 365 tenants, licences, key 

contacts and any known exclusions 

• Approving access, consent requests, configuration changes and recommended remediation in a timely way 

• Telling WestSpring about legacy systems, business-critical applications, unsupported software, unusual 

working patterns or anything that could be affected by security changes 

• Ensuring users complete required training, restart devices when prompted, report suspicious activity and 

do not disable or bypass security tools 

• Making business decisions about risk, spend, downtime, insurance, policies, regulatory duties and whether 

recommended work should go ahead 

• Accepting that delays, declined recommendations, missing information or restricted access may reduce the 

effectiveness of the services 
 

 

  



Our Security & Cyber Solutions 

Our Security & Cyber Solutions bring together three core elements 

 What does it do How does it do it 

Phished For security awareness, training, 

phishing simulations and reporting 

• Regular, realistic phishing tests 

• Simple report button functionality 

• Training content to help users spot and report 

threats 

CyberCore For cyber visibility, assets 

awareness, and vulnerability 

tracking 

• A clearer view of your cyber posture 

• Clarity of devices and domains in scope, 

• Alerts for vulnerabilities that need attention 

Datto SaaS 

Protection 

For Microsoft 365 cloud backup and 

recovery 

• Backup and recovery for Microsoft 365 data 

• Reduction of accidental and/or malicious deletion 

• Protection against ransomware impact and cloud 

data loss 

 

 



 

Opt-Out 

Where WestSpring has recommended the WestSpring Basic Security & Cyber Solution and the Client elects not to 

proceed, delays implementation, fails to provide confirmation, or otherwise does not take up the recommended 

service by the stated deadline, WestSpring will treat the Client as having opted out of that recommendation from 

the relevant effective date. 

From that date, the Client acknowledges that it accepts responsibility for the risks associated with not having the 

recommended controls in place. WestSpring will not be responsible for any security outcome, loss, breach, 

compromise, data loss, disruption, recovery issue, remediation requirement, regulatory consequence or other 

cost that is caused by, contributed to, or made worse by the absence of those controls. 

Any investigation, containment, recovery, remediation, rebuild, restoration, security hardening, reporting or 

related work required following an incident will fall outside the Managed Support Agreement and will be 

chargeable separately at WestSpring’s applicable project, consultancy, incident response, emergency support or 

urgency rates. 

 

 

Delays and known risk 

If you decline, delay, disable, limit or opt out of any recommended security control, backup, monitoring, training, 

vulnerability fix, licence requirement, configuration change or remediation work, you accept the risk that comes 

with that decision. WestSpring will not be responsible for losses, costs, disruption, compromise, regulatory issues 

or recovery work caused or made worse by that decision, delay or restriction. 

Where a recommendation is declined or deferred, WestSpring may ask you to confirm this in writing. This is not to 

make life difficult; it is to make sure everyone is clear on the decision, the reason for it, and who owns the 

remaining risk. 

 

What is included and what may be chargeable 

Your package includes the services listed in your contract schedule. Anything outside that agreed scope may be 

charged separately. This may include incident investigation, emergency recovery, forensic support, remediation 

projects, licensing changes, legacy system work, bespoke reporting, additional training, penetration testing, user 

communications, or work caused by inaccurate information, restricted access or delayed approval. 

 

SaaS BackUp 

• SaaS Backup applies only to the users, mailboxes, sites, Teams, OneDrive, SharePoint and other Microsoft 

365 data sources included in your agreed scope and successfully connected to the backup platform. If you 

require a specific retention period because of your GDPR, legal, insurance or internal retention 

requirements, you must tell WestSpring during implementation. 

 

• Backup improves recovery options, but it is not a guarantee that all data can be restored in every situation. 

Data may not be recoverable if it was deleted before the service started, was outside the agreed scope, was 

not licensed or connected correctly, was affected by a Microsoft or vendor limitation, or was impacted by 

client configuration, permission or retention choices. 
 



Secure Score 

• Vulnerability management and Secure Score review help identify areas of risk and improvement. Finding a 

vulnerability does not automatically mean remediation is included in the monthly service fee. Remediation 

may require client approval, downtime, licensing changes, third-party action, project work or additional 

charges. 

 

• WestSpring will explain recommended fixes in plain language and, where practical, prioritise them by risk. 

The Client is responsible for deciding whether to approve, defer, fund or reject that work. 

 

MDR/XDR 

If you have opted for the Security & Cyber Solution which incorporates MDR/XDR provisions, the SLA’s are as 

follows: 

These are response targets, not guarantees, unless your contract schedule says otherwise. They depend on the 

relevant service being live, properly configured, receiving the right data, and WestSpring and/or our cyber partner 

having the access and information needed to assess the alert. 

• Security Alert Analysis    Target 2 hour 

• Incident Notification    Target 30 minutes 

• Remote DFIR Acknowledgement   Target 30 minutes 

• Support Request Response   Target Next business day 

 

Urgent action during a suspected incident 

If WestSpring reasonably believes urgent action is needed to reduce an active or suspected cyber risk, we may 

recommend or take proportionate containment steps within the agreed service scope. This may include disabling 

accounts, isolating devices, blocking access, escalating to a cyber partner or asking the Client to approve urgent 

remediation. We will act carefully and in good faith, but the Client accepts that urgent containment may cause 

short-term disruption. 

 

End User Licence Agreement 

Acceptance of our MSA schedule/Schedule of Service Agreement constitutes acceptance of our Cyber Partner’s 
standard end user terms and conditions.  

 

Third-party services and supplier terms 

Some parts of the service rely on third-party platforms, vendors and specialist cyber partners. WestSpring is not 

responsible for a third-party service failure, outage, product change, withdrawal, limitation or delay unless it has 

been caused by WestSpring’s own breach of contract. The Client must follow any applicable vendor terms, licence 
requirements and acceptable use rules. 

 

Client risk, liability and insurance 

The Client remains responsible for its own business risk, systems, data, users, processes, regulatory obligations 

and insurance. The services do not transfer the Client’s cyber risk to WestSpring. The Client should maintain 
appropriate cyber insurance, business interruption insurance and any other cover suitable for its business. 

https://www.cybaverse.co.uk/end-user-agreement


WestSpring will not be liable for cyber incidents, data loss, phishing losses, ransomware, unauthorised access, 

business interruption, reputational damage, regulatory action, recovery costs or other losses except where they 

are directly caused by WestSpring failing to meet its clear contractual obligations. WestSpring will also not be 

responsible where a loss is caused or made worse by Client delay, Client decision, missing information, user 

action, unsupported systems, declined recommendations, third-party failure or anything outside the agreed 

service scope.  



 

 

 

 

 

 

 

 

  

WESTSPRING IT LTD 

260 Aztec West, Almondsbury, Bristol, BS32 4SY 

0117 403 4455 

hello@westspring-it.co.uk 

hello@westspring-it.co.uk 


